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Software Supply Chain Attacks
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Poll: What do you currently do to secure your software supply
chain?

Check for vulnerabilities (CVES)
Consume individually signed software artifacts
Use 3rd party solutions (SCA, SAST, DAST, etc.)

Nothing yet, exploring options
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Securing the software supply chain requires
more than just managing vulnerabilities (CVES)
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SOURCE INTEGRITY

Next Gen Supply Chain Threats

BUILD INTEGRITY
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Developer —>— Source )) Build >‘ Package —>— Consumer

A Submit unauthorized change

B Compromise source repo

________________

C Build from modified source F Upload modified package
D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package

Source: SLSA.dev
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I 430% YoY growth in Next Gen Supply Chain Threats

200 FIGURE 1C

Next Generation Software Supply Chain Attacks (2015 — 2020)
Typosquatting, Maliclous Code Injectlon, and Tool Tampering
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https://www.sonatype.com/resources/state-of-the-software-supply-chain-2021
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J Industry Examples

m Compiler attacks m  SolarWinds

m Jarget m  Microsoft Exchange Server
m Stuxnet m  Golden SAML

m  ATM malware m Ransomware attacks

m  NotPetya /M.E.Doc

m  British Airways
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Poll: Results
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The Response
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THE WHITE HOUSE ﬁ Administration  Priorities COVID-19  Briefing Room  Espafol

BRIEFING ROOM

Executive Order on Improving the
Nation’s Cybersecurity

MAY 12, 2021 « PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major
cyber incident and apply lessons learned. But cybersecurity requires more
than government action. Protecting our Nation from malicious cyber actors
requires the Federal Government to partner with the private sector. The
private sector must adapt to the continuously changing threat environment,
ensure its products are built and operate securely, and partner with the
Federal Government to foster a more secure cyberspace. In the end, the trust
we place in our digital infrastructure should be proportional to how
trustworthy and transparent that infrastructure is, and to the consequences

we will incur if that trust is misplaced.
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The supply chain
problem

Any software can introduce vulnerabilities into a supply chain. As a
system gets more complex, it’s critical to already have checks and
best practices in place to guarantee artifact integrity, that the
source code you're relying on is the code you're actually using.
Without solid foundations and a plan for the system as it grows, it's
difficult to focus your efforts against tomorrow’s next hack, breach
or compromise.

» More about supply chain attacks
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The Dependency Problem



ActiveState

I Open Source Dependencies

6.2.2 pytest: simple powerful testing with Python

>=1.0 m  Open source components

rs >=19.2.0

make up >75% of the code in
the average app.

>=1.8.2

l .25.1 Python HTTP for Humans. [ The average app depends On

>=2017.4,17

grin il more than 500 components.

3 >=1.21.1,<1.27

VentureBeat Research



https://venturebeat.com/security/open-source-security-dlm/#:~:text=Research%20shows%20that%20open%2Dsource,on%20more%20than%20500%20components.
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Dependency Threats

SOURCE INTEGRITY BUILD INTEGRITY

68 6645 56a

Developer ——>— —— Build —— Package ~—>—— Consumer

A Submit unauthorized change C Build from modified source F Upload modified package

B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package Source: M
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https://slsa.dev/
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I Open Source Dependency Vendors

metasicpan

puthen ActiveState

Index
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Software Bill of Materials
(SBOMS)
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Poll: What is your current experience with SBOMSs?

Checking for vulnerabilities (CVES)

Reviewing transitive dependencies

Supplying to customers for regulatory purposes
Reviewing open source license utilization
Reviewing the age of my dependencies

None of the above
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SBOMSs - Listing of all the component parts that make up your software
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Flements of an SBOM

The Essentials
m  Defines the open source libraries/packages/extensions used
m  First party (in house code) used

m Versioning, licensing status

Other Aspects:
m  Vulnerability information
m  External services

m  Component checksums (ex SHA-256 hash)

The entire thing is signed by the provider
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SBOM Formats

Government Approved Formats (NIST)
m Software Package Data Exchange
m  CycloneDX
= SWID

Common in Industry
m CSV
= JSON

21
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J  What do you use an SBOM for?

m Visibility into all the components that make up a software application.

m  Operational capacity to resolve vulnerabilities and manage component life cycles (EOL)

m  Automate: Run the SBOM through a tool (ex. Daggerboard, spdx-to-osv, dependency
track) to identify vulnerabilities

m Provide as a requirement of regulation to your customers or auditor

m  Request as a requirement from your software vendors for pre-purchase assurance

22
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Poll: Results
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Plattorm Demo - SBOM
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J You can do this with a free account today

Documentation: https://docs.activestate.com/platform/projects/sbom/
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https://docs.activestate.com/platform/projects/sbom/

ActiveState Project

Projects Organizations Support Plans & Pricing (J

il everythingison

= SBOM-demO i8) Public Project

= Overview # Configuration & Download Builds 4D History %¥ Project Settings P Superuser™ Fork

This project has no description. d

/s Edit
Vulnerabilities (CVEs) 2 High 3 Report
Details Configure ’ Builds
Python 3.9.15 (} Linux Glibc 2.28

Build ready & |nstall

ready & |Install

‘ =3
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JSON Format

(&, @ platform.activestate.com/sv/mediator/?_ga=2.180857959.1582352770.1668441394-132845242.1652072644&query=%7B%0A%20%20sbom(org%... M ¥ @ D ' *» 0O @

srces [ Product Developm... % @ UXNurture-A.. [5] Nicole - Onboardi.. [ ActiveHub - Traini...

e

€ [MPB-113] Testho.. € [DS-643] Messagi.. € [MPB-115] Add St... Gong | Home »

1v g

2v sbom(org: "everythingison", name: "SBOM-demo") {
3 __typename

bv ... on SBOM {

5 author

6 timestamp

7 spdxUri

8v components{

9 name
10 version
11 checksum
12 license
13 relationship
14 }
15 }

16 }

17 }
18

19 |

Variables Headers

<
N¢

B

©

+ GraphiQL

"data": {
"sbom": {
"__typename": "SBOM",
"components": [

{
"name": "python",
"relationship”": ""
"license": "Unknown",
"checksum":
"48d1ccb29d5fbaf1fb8f912271d09f7450e426d4dfe95978ef6aaada70ece4d8”,
"version": "3.9.15"
b
{
"name": "bzip2",
"relationship": "python",
"license": "Unknown",
"checksum":
"ab5a03176ee106d3f0fa90e381das78ddae405918153cca248e682cd0c4a2269",
"version": "1.0.8"
1,
{
"name": "expat",
"relationship": "python",
"license": "Unknown",

"checksum":
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SPDX Format

SPDXVersion: SPDX-2.2

Datalicense: CCO-1.0

SPDXID: SPDXRef-DOCUMENT

DocumentName: APEE-534-Microsoft-R1lc-NoPMC-Athnticode

DocumentNamespace: https://platform.activestate.com/download/spdx/ActiveStateBE/APEE-534-Microsoft—R1c—NoPMC-Athntico
de/e73ad540-0072-4d50-845a-03844c0a74 e

Creator: Organization: ActiveState

Created: 2022-06-02T722:31:01Z

PackageName: perl

SPDXID: SPDXRef-perl

PackageVersion: 5.34.0

PackageDownloadLocation: https://dl.activestate.com/source/ed4b2154—eaee-5fba—-88bb-dleca86b1206/versions/@fbbfddé—68e
5-5f06—86ce-b03395e79c54/revisions/5/perl-5.34.0.tar.gz

FilesAnalyzed: false

PackageChecksum: SHA256: 551efc818b968b05216024fbob727ef2ad4c100f8cbéb43fabs15fa78ae5be9a
PackagelLicenseConcluded: GPL-1.0-or-later

PackagelLicenseConcluded: Artistic-1.0-Perl

PackagelLicenseDeclared: NOASSERTION

PackagelLicenseInfoFromFiles: GPL-1.0-or-later

PackagelLicenseInfoFromFiles: Artistic-1.0-Perl

PackageCopyrightText: NOASSERTION

PackageName: ActiveState-Utils

SPDXID: SPDXRef-ActiveState-Utils

PackageVersion: 2.11

PackageDownloadLocation: https://dl.activestate.com/source/b53f2bdf-e7f8-57fb—ab@5-171e637b4061/versions/8e6d4291-eb6b
c-5bd3-b401-438737249669/revisions/5/main. tar.gz

FilesAnalyzed: false

PackageChecksum: SHA256: 18bc5314cf40fb093f9e26eb12d268cd9a51a928bl4c@a30fbd7f9e3577fbefl
PackagelLicenseConcluded: NOASSERTION

PackagelLicenseDeclared: NOASSERTION

PackagelLicenseInfoFromFiles: NOASSERTION

PackageCopyrightText: NOASSERTION

PackageName: ActiveState-YAML

SPDXID: SPDXRef-ActiveState-YAML

PackageVersion: 0.36

PackageDownloadLocation: https://dl.activestate.com/source/aela4d58-b@8c-5dad-8afa-40be@es6210d/versions/85f3b8cé—abé5
f-500a—beda-7966b9cc5344/revisions/5/main. tar.gz

FilesAnalyzed: false

PackageChecksum: SHA256: 017e263ad6856397b7a445e5c6cb4746815babl5ecastsfdec7f064b020cfO743

28
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Attestations (SLSA)
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Poll: What is your current experience with software
attestations?

Heard of them

Heard of them in relation to US regulatory requirements
Looking into using or generating them

Looking into them as part of meeting SLSA framework

Haven't heard of them

30
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I Artifacts and Attestations

m Artifact - Any digital asset which forms part of a software supply chain.
Source code, build scripts, installable binaries.

m Attestation - A statement about the provenance of an Artifact. Who created it,
how, when and with what.

m In-toto ITE-6 - The recommended format for attestations.

m Non-Falsifiable - SLSA levels 3 and above

31
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Dependency Threats

SOURCE INTEGRITY BUILD INTEGRITY

i ol o M sl

Developer —>— — o — Build e Package ~—>—  Consumer

Vameonsaan

A Submit unauthorized change C Build from modified source F Upload modified package

B Compromise source repo D Compromise build process G Compromise package repo Source: SLSA.dev

E Use compromised dependency H Use compromised package 39


https://slsa.dev/

ActiveState

SLSA - Addressing Supply Chain Security

m SLSA - Supply Chain Levels for Software Artifacts (https:/slsa.dev/).

m  OSSEF Initiative - Operates under OSSF umbrella
m Industry Backed - Google, ChainGuard, Linux Foundation
m  Multiple Levels - Levels providing increasing assurance.
e 1 -Documentation of the build process
e 2 -Tamper resistance of the build service
e 3 - Extraresistance to specific threats

e 4-Highest levels of confidence and trust

33



https://slsa.dev/
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I Secure Build Service

Requirement

Build - Scripted build

Build - Build service

Build - Build as code

Build - Ephemeral environment
Build - Isolated

Build - Parameterless

Build - Hermetic

Build - Reproducible

SLSA1

SLSA 2

SLSA 3

SLSA 4

34
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I Dependency Vendoring Comparison

Prebuilt? [Secure? |Up to Date? |Time & Resources
Public Repo (PyPI, npm, etc) Yes No Yes Low
Build It Yourself No Yes Yes High
ActiveState Platform No Yes Yes Low

35
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Poll: Results
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Plattorm Demo - Attestations
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B Demo: Attestation
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[ intoto — Attestation Document — -zsh — 129x42
nicoleschwartz@ip-192-168-1-139 intoto % jg . attestation.in-toto.jsonl
{

"application/vnd.in-toto+json",

"eyJfdH1wZSI6ICJodHRwczovL21uLXRvdG8uaW8vU3RhdGVtZW50L3YWLIEiLCAiaW52b2NhdGlvbiI6IHsiY29%9uZmlnU291cmN1I jogeyJkaWwdlc3Q
i0iB7InNOYTIINiI6ICJ1MjYwODVhZ jhhYzM5NmY2MmFkZDhhNTMzYzNhMGVhOGM4NDk3ZDgzNmYwNjg5MzQ3YWM1YWIkN2I3YTRIMDBhIn0sICJ1lbnRyeVBvaW50Ijog
ImJlaWxkIiwgInVyaSI6ICJzMzovL3BsYXRmb3JtLXNvdXJjZXMvbGFuzZ3VhZ2UvZTI2MDglYWY4YWMzOTZmNjJhZGQ4YTUzM2MzYTB1YThjODQ5N2Q4MzZmMDY40TMON
2FJNWFiZDdiN2EOZTAWYS9WZXJIsLTUuMzYuMC50YXTuZ30ifSwgImVudmlyb25tZW50IjogeyJlbnYiOiB7£X0sICIJwYXJThbWV0ZXJzIjogWl19LCAibWF0ZXJpYWxzIj
ogW3siZG1lnZXNO0IjogeyJzaGEyNTYiOiAiOWJiZTd jNTEWMWZmMMDhkN jNmNWVMMGJIiMjV1OWI3MmR jNMUXZTgXxZWImZ JESOGMyNWUSYTUONmMY4YWZhOWM1INSJ9LCAidXJ
pIjogInMz0i8vcGxhdGZvem0tc291cmNlcy9idWlsZGVyLz1liYmU3YZUXMDFmMZ jA4ZDYZzZjV1ZjBiYjI12T1iNzJkYzZ1MWU4MWViZmYXOThjMjV1IOWEINDZmOGFmMYT1 j
NTUvcGVybC1ljb3J1LWJI1laWxkZXIudGFyLmd6InldLCAicHI1ZGljYXR1IjogeyJidWlsZENvbmZpZyI6IHsic3R1cHMiOiBbeyJjb21tYW5kIjogImJlaWxkIiwgInBhc
mFtZXR1cnMiOiBbXX1dfSwgImJ1aWxkVHIWZSI6ICJodHRwczovL2FjdGl2ZXNOYXR1LmNvbS9wbGF0Zm9ybV9idWlsZGVyL3YWLJEiLCAiYnVpbGR1ciI6IHsiaWQiOi
AiaHROcHM6Ly9hY3RpdmVzdGF0ZS5jb20vY¥nVpbGR1ci9wZXIsLWNvemUtYnVpbGR1ICkAXLjAuUMjNyMTIifSwgImlldGFkYXRhIjogeyJidWlsZEZpbmlzaGVkT24i0iA
iMjAyMiOxMSOxXNVQxNjozNjoxMy4O0NDgONjRaIiwgImJ1laWxkSW52b2NhdGlvbklkIjogIkJ1laWxkZXIgcGVybCljb3J1LWJI1laWxkZXIgMS4wLjIzIGIlaWxkaW5nIGxh
bmd1YWd1IHBlcmwgNS4zNid4wIGZvciBhcnRpZmF jdCAOY2USMGE2MCOyZDZ1LTVjZDYtOWIyYi040TBiOWFmMMDM2Y jQiLCAiYnVpbGRTAGFydGVkT241i0iAiMjAyMiOxM
SO0XNVQxNjozNjoxMy4yNDgONjRaIiwgImNvbXBsZXR1bmVzcyI6IHsiZW52aXJvbmllbnQiOiB0cnV1LCAibWF0ZXJpYWxzIjogdHJ1ZSwgInBhcmFtZXR1lcnMiOiB0cn
V1£fX0sICJyZXByb2R1Y21ibGUiOiB0cnV1fSwgInByZWRpY2F0ZVR5cGUiOiAiaHROCHM6LY9zbHNhILMR1di9wem92ZW5hbmNIL3YwWLjIiLCAic3ViamVjdCI6IFt7ImR
PZ2VzdCI6IHsic2hhMjU2IjogImE2MGIYN2I3YTZ1MzI3NmMEONMQzMjE3MmMNiNmUzMTFkNZA1O0DE4AMWYWMmMI2N2JiOTMXNjkxMD1 jMjQ4MzAzO0GUifSwgInVyaSI6ICIz
MzovL2FzLWJlaWxkcy9wcjkOMjMvbGFuzZ3VhzZ2UvcGVybC81LjM2LjAVMS80Y2USMGE2MCOyZDZ1LTVjZDYtOWIyYi040TBiOWFMMDM2Y jOvYXJ0aWzhY3QudGFyLmd6I
nldfQ==",

L |
{

"JAnSiwEK1jEGYbZQywEFzaEWZJInNnNOIA+TxzftUBwgE8chk7Wixg02fDi6ATIe2foy+1SmhRPFXKwfwjskRNSCXVoNueA+tTESLHZw+£9sdWpyignwU5
9659b0OB/UaTwZG/tynfheHoRy jK4wvJoaZaVO0JH7Z02WTVGV8ER4KkF5n1QzLUYK]/teyHc3cY8iDAt8HBjHOY7wnrVg3RISb9b1IO5RY53Tjka+gdYNQOr5£fe0gPS£fsCP
bLSGz5MNPzaH707 fgwuut73Zdftdor+iuD0v36rbXxWKyocGlbGSpdKSYAHPSdr1Gm/UERrk1505AGgtR+5xCdRvFdsuNgxcdTvFOy5Raux+HTrGm1AdeOH7C08A6Xrs7
81+TV/gQRRayQWOKEDwDvqtZIKXBQ+x2kRJodr5a51FoYEbcFl4xxzpwsqPjiz3uhsjN3kTyP3rC/40z7TwryFJChjlyOvY4Q13gPVts4JiL.Sgb4BLx1A/ijDfQvs2m2d
Sgy31IUHv+hTMgijngP5yC3CNBGL0jzeDPstiUrfonCl/VaO0A+KrfcD1JWEfhxBPmKGIc3p/rZbUNRMvp/drI5k3Wp079S2j531e/Th6xAAy7vS9IX6LK/4Ny0sQ4FEZaH
fI3pSAIwogp5]jUOLTgTc8ezIbYHCqPOACh4QGm76LYO0wp3m9UhVk=",

I BEGIN CERTIFICATE----- \nMIIGWjCCBMKgAwWIBAgIRAIdlgqIaQkVaZOKH6b4hJ/UowDQYJKoZIhveNAQEMBQAW\nVDELMAKGA1UEBhMCROI
XGDAWBgNVBAOTD1IN1Y3RpZ28gTGltaXR1ZDErMCkGA1UE\nAxMiU2VjdGlnbyBQdWIsaWMgQ29kZSBTaWduaW5nIENBIFIzNjAeFw0yMjA5MjMw\nMDAwWMDBaFw0OyNTAS
MjIyMzUSNT1aMHAXCzAJBgNVBAYTAKNBMRKkwFwYDVQQIDBBC\ncml0aXNoIENvbHVtYm1hMSIwIAYDVQQKDB1BY3RpdmVTdGF0ZSBTb2Z0d2FyZSBJ \nbmMuMSIwIAYDV
QODDB1BY3RpdmVTdGF0ZSBTb2Z0d2FyZSBIbmMuMIICI jANBgkq\nhkiG9w0BAQEFAAOCAG8AMIICCGKCAgEAXUuV1y6YgqtsEYuu6DbGTjetgyilag2Tc\nCq3wW5XzYJ2
xmQ4cFMo88E30Kia6LLAME4bRGgiuki89gsqXP7n87iC3GsoF8yjg+\n8XeH55zIGI9sDaNyqgSeh48y7YNPokHIhvxrZ4oq6cJ2tPsPUQjICVEZCbbg2pJk\n5U91Fe2
QoSgrlidFdHhkB/1lgxnjZiqZuJNyqdYLV9PHNY3U6yEZsipzaAcS9K10H\ndvs/LfUg3GjvXiZ/wVc7kdklUD+bhol8UOC38uuxVEUlc/Lag6NShUyh0O1DWCNIt\nIcsP
hAgH/5j7£fF9+dy+HM65pvWuKjOIcB/0XX3Q0SteYSvj+gXBwPX2hYkZoCXDeF\nlFzscM8F(0Tb0lerInZWrbYUCjXaAmuzvL8fTNaG+au/DvSgK0B91UhyXG4xXxVMTsw\n4
PwtiurfEhaUoYd/iWeucTGhlDb231E4XurPXoL1xTUe3ZIcHnD2ohX2yXM1WYtt\nWnX/40eitY15WuQVw6nMDmM5I3I6MP2P5YF6RbUW6TokZyLOmM4X80HDF7T5wiWj3g4
\nosHmsRQyid+Rm2zmpyP7/sSGft9SOKPLgIBghhqgeFJ/JcGHASZgqZWXPPOUA2sYeS\ntMWf9nDheaSoXBvuJld3xceFMps/20agFI67z0jRnKXXxYp7kTADdgihvEnfQ7
bHD\nMvvxJkg5Ad8CAWEAAaOCAYkwggGFMB8GA1UdIWQYMBaAFA8qyyCHKLjsb0iuK1Sm\nKaoXpMOMMBOGA1UdDgQWBBQYE5wi60JUSyX7hMcX7wPhILOEp jAOBgNVHQ
8BAf8E\nBAMCB4AwDAYDVROTAQH/BAIWADATBgNVHSUEDDAKBggrBgEFBQcDAZBKBgNVHSAE \nQzBBMDUGDCsGAQQBs JEBAgGEDAjA1IMCMGCCsGAQUFBwIBFhdodHRwczo
vL3N1Y3Rp\nZ28u¥29tLONQUzAIBgZngQwBBAEWSQYDVROfBEIWQDA+0DygOoY4aHR0cDovL2Ny\nbC5zZWN0aWdvLmNvbS9TZWNO0aWdvUHVibG1ljQ29kZVNpZ25pbmdD
QVIzNi5jcmww\neQYIKwYBBQUHAQEEbTBrMEQGCCsSGAQUFBzAChjhodHRwOi8vY3J0LnN1Y3RpZ28u\nY29tL1IN1Y3RpZ29QdWIsaWNDb2R1U21nbmluZ0NBUjM2LmNyd
DAjBggrBgEFBQcw\nAYYXaHR0cDovL29jc3Auc2VjdGlnby5jb20wDQYJKoZIhvcNAQEMBQADggGBAHXS \nxeeGWSPNJANP3Iy71£f9ViUKXJEW91GXMeRNdL1+4j21X1E
QGRrY4hrg4oE9ulTex\nyQTy/3F6mMBRsWzvwnkQ24oc4dwu8R1Jzip82ux1luZKEnXbc053BNnD6hM37PxU/\n8JVgX0dnngxméyCrrGiE/NNkmAwLMFgoH1foJogy3TZ




7] intoto — Attestation Document — -zsh — 129x42

nicoleschwartz@ip-192-168-1-139 intoto % jg -r .payload attestation.in-toto.jsonl | base64 -d | jq .

{
"https://in-toto.io/Statement/v0.1",
: {
{
{
"e26085af8ac396f62add8a533c3alea8c8497d836£0689347ac5abd7b7a4el0a”
}s
¢ "build",
"s3://platform-sources/language/e26085af8ac396f62add8a533c3alea8c8497d836£0689347ac5abd7b7a4el0a/perl-5.36.0.tar.gz"
},
{
{}
}r
[1
}l
[
{
{
: "9bbe7c5101£f£f08d63f5ef0bb25e9b72dcbele8lebff198c25e9a546f8afa9c55"
}I
: "s3://platform-sources/builder/9bbe7c5101££f08d63f5ef0bb25e9b72dcbele8lebff198c25e9a546f8afa9c55/perl-core-builder.ta
r.gz"
}
]l
{
{
[
{
"build",
[1
}
|
}r
“https://activestate.com/platform builder/v0.1",
: {
"https://activestate.com/builder/perl-core-builder@1.0.23r12"
}r

{

"2022-11-15T16:36:13.4484642",
"Builder perl-core-builder 1.0.23 building language perl 5.36.0 for artifact 4ce90a60-2d6e-5cd6-9b2b-8



nicoleschwartz — @64dbebc12e9b:/ — com.docker.cli « docker run -it docker-registry.activestate.build/activestate/slsa-demo-validator:1.0 — 125x39

checking attestation for Builder perl-module-builder 1.0.36 building language/perl MooX-Options 4.103 for artifact c9f45f95-6 &
b24-5c80-be22-457f32f625dc. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Params-Validate 1.31 for artifact e@édbc2c
-36cd-5ddc-95dc-21366e3c24cl. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Path-Class 0.37 for artifact 29597588-a75a
-56c0-852a-d44dd9a26f5b. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Pod-Usage 2.03 for artifact dabdaebd-674f-
58e7-bfa7-a85b4f018447...0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Role-Tiny 2.002004 for artifact e35c5b12-3
d29-57e6-b3bd-5bf99e23e57a. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Scalar-List-Utils 1.63 for artifact f61337
8b-ec42-5ff9-9f92-750ede@a86cs. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Sub-Exporter ©0.988 for artifact bfl7f5ee-1
fdc-5238-be@f-805b08d74e51. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Sub-Install 0.928 for artifact acl43c54-c5
a7-5ble-913f-e7b7ee9d526e. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Sub—-Quote 2.006006 for artifact f85ac490-f
630-5ec4-90f0-7008936fef85...0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Test-Simple 1.302191 for artifact 121a1982
-9b94~-5c6d-bb74~716e3a3abcf8. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Sub-Uplevel 0.2800 for artifact 966da364-2
c95-5cPa—-8550-58aaec5f4346...0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Term-ProgressBar 2.23 for artifact 4a95déc
0-0346-5449-8676-167653322112...0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Test-Exception 0.43 for artifact ad9c52be-
de26-5835-b665-a248cde20613. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Test-Warnings ©0.031 for artifact ee2bb4c3-
b@d7-58d8-8534-18a92d1b81e3. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl TermReadKey 2.37 for artifact é64ddde51-alé
4-5ff5-838e-c5d265851299. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Try-Tiny 0.31 for artifact 7a8e7a@9-b4ff-5
177-8382-381538301ecH. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Unicode-LineBreak 2019.001 for artifact 59
a%9a968-91a5-5dd8-b625-179b421d8c51. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl Want ©0.29 for artifact 68554fd9-bld2-56f5-
bb73-acc49c7581al. . .0K

checking attestation for Builder perl-module-builder 1.0.36 building language/perl strictures 2.000006 for artifact 35e79elb-
2fba-5f1b-ad9b-1c253ff43bfc...0K

[root@Pé4dbebcl2e9b /1#
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Why are we doing this?

m All critical software that touches government data or systems in any way must be compliant
with these new security standards no later than June 12, 2023, 7 months from now.

m And all software must adhere to these strict standards no later than September 14, 2023, 10

months from now.

For which you need:

m Software producer self-attestation (can use in-toto)

= SBOM
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ActiveState Platform
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Next Steps

Schedule a demo with our product experts:

Learn more about software attestations:

Learn more about Supply Chain Security:

Try the ActiveState Platform for free:

46


https://www.activestate.com/get-demo/
https://www.activestate.com/solutions/attestations/
https://www.activestate.com/solutions/slsa
https://platform.activestate.com/

