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Software Supply Chain Attacks
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Poll: What do you currently do to secure your software supply 
chain?

■ Check for vulnerabilities (CVEs)

■ Consume individually signed software artifacts

■ Use 3rd party solutions (SCA, SAST, DAST, etc.)

■ Nothing yet, exploring options
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Securing the software supply chain requires 
more than just managing vulnerabilities (CVEs)
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Next Gen Supply Chain Threats

Source: SLSA.dev
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https://slsa.dev/


430% YoY growth in Next Gen Supply Chain Threats

Source: Sonatype State of the Software Supply Chain 2021

20212020
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https://www.sonatype.com/resources/state-of-the-software-supply-chain-2021


■ Compiler attacks

■ Target

■ Stuxnet

■ ATM malware

■ NotPetya / M.E.Doc

■ British Airways

Industry Examples

■ SolarWinds

■ Microsoft Exchange Server

■ Golden SAML

■ Ransomware attacks
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Poll: Results
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The Response
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The Dependency Problem
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Open Source Dependencies

■ Open source components 
make up >75% of the code in 
the average app.

■ The average app depends on 
more than 500 components.

VentureBeat Research

https://venturebeat.com/security/open-source-security-dlm/#:~:text=Research%20shows%20that%20open%2Dsource,on%20more%20than%20500%20components.


Dependency Threats

Source: SLSA.dev
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https://slsa.dev/
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Open Source Dependency Vendors



Software Bill of Materials 
(SBOMs)
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Poll: What is your current experience with SBOMs?

■ Checking for vulnerabilities (CVEs)

■ Reviewing transitive dependencies

■ Supplying to customers for regulatory purposes

■ Reviewing open source license utilization

■ Reviewing the age of my dependencies

■ None of the above
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SBOMs - Listing of all the component parts that make up your software
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The Essentials 

■ Defines the open source libraries/packages/extensions used

■ First party (in house code) used

■ Versioning , licensing status

Other Aspects:

■ Vulnerability information

■ External services

■ Component checksums (ex SHA-256 hash) 

■ The entire thing is signed by the provider 

Elements of an SBOM
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Government Approved Formats (NIST)

■ Software Package Data Exchange

■ CycloneDX

■ SWID

Common in Industry

■ CSV

■ JSON

SBOM Formats
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■ Visibility into all the components that make up a software application. 

■ Operational capacity to resolve vulnerabilities and manage component life cycles (EOL)

■ Automate: Run the SBOM through a tool (ex. Daggerboard, spdx-to-osv, dependency 

track) to identify vulnerabilities 

■ Provide as a requirement of regulation to your customers or auditor 

■ Request as a requirement from your software vendors for pre-purchase assurance

What do you use an SBOM for?



Poll: Results
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Platform Demo - SBOM
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You can do this with a free account today

Documentation: https://docs.activestate.com/platform/projects/sbom/

https://docs.activestate.com/platform/projects/sbom/
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Project
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JSON Format
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SPDX Format



Attestations (SLSA)
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Poll: What is your current experience with software 
attestations?

■ Heard of them

■ Heard of them in relation to US regulatory requirements

■ Looking into using or generating them

■ Looking into them as part of meeting SLSA framework

■ Haven’t heard of them
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Artifacts and Attestations

■ Artifact - Any digital asset which forms part of a software supply chain.  

Source code, build scripts, installable binaries.

■ Attestation - A statement about the provenance of an Artifact. Who created it, 

how, when and with what.

■ In-toto ITE-6 - The recommended format for attestations.

■ Non-Falsifiable - SLSA levels 3 and above



Dependency Threats

Source: SLSA.dev
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https://slsa.dev/


33

SLSA - Addressing Supply Chain Security

■ SLSA - Supply Chain Levels for Software Artifacts (https://slsa.dev/).

■ OSSF Initiative - Operates under OSSF umbrella

■ Industry Backed - Google, ChainGuard, Linux Foundation

■ Multiple Levels - Levels providing increasing assurance.

● 1 - Documentation of the build process

● 2 - Tamper resistance of the build service

● 3 - Extra resistance to specific threats

● 4 - Highest levels of confidence and trust

https://slsa.dev/
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Secure Build Service
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Dependency Vendoring Comparison

Prebuilt? Secure? Up to Date? Time & Resources

Public Repo (PyPI, npm, etc) Yes No Yes Low

Build It Yourself No Yes Yes High

ActiveState Platform No Yes Yes Low



Poll: Results
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Platform Demo - Attestations
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Demo: Attestation
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Demo: Attestation
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Demo: Attestation
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Recap
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Why are we doing this?

■ All critical software that touches government data or systems in any way must be compliant 

with these new security standards no later than June 12, 2023, 7 months from now.

■ And all software must adhere to these strict standards no later than September 14, 2023, 10 

months from now.

For which you need:

■ Software producer self-attestation (can use in-toto)

■ SBOM



ActiveState Platform

We continuously catalog open 
source dependencies and then…

…Securely build and monitor runtime 
environments for vulnerabilities
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Q&A



Next Steps

Schedule a demo with our product experts:
https://www.activestate.com/get-demo/

Learn more about software attestations:
https://www.activestate.com/solutions/attestations/

Learn more about Supply Chain Security:
https://www.activestate.com/solutions/slsa

Try the ActiveState Platform for free:
https://platform.activestate.com/
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https://www.activestate.com/get-demo/
https://www.activestate.com/solutions/attestations/
https://www.activestate.com/solutions/slsa
https://platform.activestate.com/

