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J Housekeeping

m We will host 2 polls during the webinar
m  We will be emailing everyone the slides after the webinar

m  Submit your questions in the Q&A tab and we will answer at the end
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B Our Mission

m Purpose
e Create technology that just works: open source software that's easy to use
and safe for Enterprises to adopt.
m  What We Deliver

e A secure open source software supply chain for the modern enterprise
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I [raditional AppSec

m SAST - identify source code vulnerabilities

m DAST - identify running code vulnerabilities

m |AST - identify vulnerabilities in code that are exploitable at runtime
m SCA - identify vulnerabilities in open source packages

m |aC - Infrastructure as Code scanning
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Vulnerabilities are Growing

Open Source Vulnerabilities per Year: 2009-2020
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But Software Supply Chain Attacks are also Growing

SOFTWARE SUPPLY CHAIN ATTACKS, 2019-2022
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I Supply Chain Attacks vs Vulnerabilities
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| Traditional AppSec Not Enough

74% of IT pros believe technologies like
static and dynamic application security
testing [SAST & DAST] are important,
but feel that those technologies aren't
enough to protect them from supply
chain threats

Source: ReversingLabs Software Supply Chain Risk Survey




ActiveState

| Vulnerabilities are the Tip of the Threat lceberg

Vulnerabilities

O Develop and Advertise Distinct Malicious Package from Scratch
Combosquatting

OAltering Word Order

O Manipulating Word Separators
OTypasquamng

Oemu-ln Package
OErandJacking

O Onmitting Scope o Namespace O Dangling Reference

Create Name Confusion with Legitimate Pa(kageo
> Conduct Open-Source Supply Chain Ana(kO

O MITM Attack

O DNS Cache Poisoning
O Similarity Attack - Mask Legitimate Package O
OTamper Legitimate URL
Inject into Sources of Legitimate Packageo
O Abuse Dependency Resolution Mechanism
Subvert Legitimate Package (_) " Inject During the Build of Legitimate Package () O Prevent updaeto Nor-inerablverson _ -
O Bribe or Blackmail Legitimate User
Distribute Malicious Version of Legitimate PackageO
Take-over Legitimate. Accounto

Distribute as Package Maintainer O 1)/ Become a Maintainer

1)1} change ethos

Compromise Maintainer System O

~ - oo s (e g
Source: SAP Supply Chain Risk Explorer e TS ( ©

Compromise Hosting System O



https://sap.github.io/risk-explorer-for-software-supply-chains/
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I Poll Which issues do you currently prioritize?

Assuming the same level of criticality, which would you prioritize first?:

Threats posed by flaws in proprietary source code
Threats found in running applications
Threats posed by vulnerabilities in open source packages

Threats posed by software supply chain security attacks
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Threat Detection & Enforcement Points

Source Threats
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SOURCE THREATS

o Write insecure code
A Bypass code review
B Compromise source control system

DEPENDENCY THREATS
E Use a bad dependency
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Deployment and Runtime Threats
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BUILD THREATS

C Modify code after source control
D Compromise build platform

F Bypass CI/CD

G Compromise artifact repository

DEPLOYMENT AND RUNTIME THREATS

H Use a compromised package

e Compromise deployment process

e Deploy compromised or noncompliant software
Q Vulnerabilities in running software



https://cloud.google.com/software-supply-chain-security/docs/attack-vectors
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Threat Detection & Enforcement Points

Source Threats
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J Threat Detection & Enforcement Points

Build Threats
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J Threat Detection & Enforcement Points

OOOOO

Validation on install Signed artifacts
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J SLSA Spells "Control

m Source Threats:
m Build Threats:

m Dependency Threats:

m  Deployment/Runtime Threats:

Provenance Attestations

Secure Build Service

Verification Summary Attestations (VSAS)
Signing

Verification at deployment
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Poll: Your Best Practices

How many supply chain controls do you implement in your dev process? Check all
that apply:

m  We check all proprietary code

m We check all open source code

m We build all dependencies from source code

m Our builds are repeatable

m  We create and/or validate Attestations

m  We sign all our artifacts
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ActiveState Platform Demo
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Q&A
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Next Steps

Schedule a demo with our product experts:
Take our Supply Chain Security Survey & find out how you rate:

Try the ActiveState Platform for free:

21


https://www.activestate.com/solutions/contact-sales/
https://platform.activestate.com/

